
Updated List of Major TCP/UDP Ports
- Computer Networks -

TCP/UDP
Port

Number

Protocol L4
(TCP/UDP)

Protocol L5
(L4→L5 Mapping)

Popular / General
terminology

(without taking exceptions into account)

20 TCP FTP (Data) File Transfer (Data)

21 TCP FTP (Control) File Transfer (Control)

22 TCP SSH Secure Console

23 TCP Telnet Insecure Console

25 TCP SMTP Insecure Sending of E-mail
(without security extensions)

53 TCP
UDP

DNS Domain Name System

67 UDP DHCP Auto IP assignments

69 UDP TFTP Trivial FTP

80 TCP HTTP (insecure) Insecure Web
(without security extensions)

110 TCP POP3 (insecure) Insecure Incoming E-mail (POP)
(without security extensions)

123 TCP NTP Network Time Protocol

143 TCP IMAP (insecure) Insecure Incoming E-mail (IMAP)
(without security extensions)

443 TCP HTTPS (secure) Secure Web
(with proper security extensions)

465 TCP SMTPS Secure Sending of E-mail
(with proper security extensions)

587 TCP SMTP Submission Submission port for SMTP (secure)
(with proper security extensions)

993 TCP IMAPS (secure) Secure Incoming E-mail (IMAP)
(with proper security extensions)

995 TCP POP3S (secure) Secure Incoming E-mail (POP)
(with proper security extensions)

1194 UDP OpenVPN OpenVPN Default Port

5900 TCP VNC Opensource “Remote Desktop”

3306 TCP MySQL MySQL Database Connect Port

3389 TCP Remote Desktop Windows Remote Desktop

6667 TCP IRC Internet Relay Chat


